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The Old World

Last year, | gave a detailed tutorial to create, run, and manage containers on SubMIT

subMIT v1 documentation » Tutorial 3: Containers (Podman and Singularity)

¢ Tutorial 3: Containers (Podman and Singularity)
QENEE Containers |

This tutorial will guide you through:

1. Basic Podman commands

2. Creating a Dockerfile

3. Creating a Docker image from a Dockerfile

4 Manage and run containers

5. Using DockerHub to download and use an existing container

6. Basic Singularity commands

7. Converting your Docker/Pdoman container to a Singularity image

Note: unsure whether containers are the right option for you? See other options for how to install software and
environments on our docs.

Podman: a Basic Introduction

All the scripts in this tutorial are available in the submit-examples GitHub under the containers/podman/ folder. You
should find the following files, which will be used in this tutorial,

Dockerfile
script.py
run.sh

Creating a Dockerfile

Dockerfiles are text documents that provide a set of instructions to Docker/Podman (the terms are used inter-
changably in this tutorial) to create an image.

In this file, you specify which software you want to download, the environment you want to be in, and even the
operating system you want o use.

... if you know what you want

If you know the software you want, you can set up your Dockerfile to install exactly what you need.

Suppose, for example, you want to install a simple stack consisting of: your favorite version of python with some
packages. sitting on an Alma Linux 9 distribution. The Dockerfile might look something this.



https://submit.mit.edu/submit-users-guide/tutorials/tutorial_3.html

The times are a-changin’

In 2026, why bother?

hey! can you help me create a Docker image from my current software
environment? | am running on alma linux 9. What do you need from
me to do this?

Yep. To turn your current AlmaLinux 9 software environment into a reproducible Docker image, there are a

few different "levels” you can aim for, and what | need from you depends on which one you want.

First: pick the packaging style (you can decide later)

1. System-packages only (best if you mostly used dnf )
¢ Rebuilds from dnf install ... + enabled repos.
* Most reproducible and smallest-ish images.
2. System + Python/conda environment (common for HPC/HEP/AI stacks)
e System deps via dnf, then Python via pip / conda / mamba .
e Usually the sweet spot.
3. “Snapshot the whole machine” style (least ideal, but closest to “current state”)
* Like exporting an existing root filesystem or using podman commit .

* Bigger, less reproducible, can bake in junk/state/secrets accidentally.

If you tell me which of these you want, Ill tailor the exact recipe. In the meantime, here’s what | need from

you to do it cleanly. db

+ Ask anything g o




The New World

The howis now less relevant than the what and the why.

Howyou set up a Dockerimage is less important for me to communicate —you can get
this from Al tools, customized to your use case!

| want to bring your to your attention why you may choose to do what with respect to
containerizing your software environments. | will also overview the how, for old time’s
sake.



The mental schema

Scenario: you're on SubMIT, and you want to set up your environment.
What is the best tool for the job?



The mental schema

Scenario: you're on SubMIT, and you want to set up your environment.
What is the best tool for the job? We provide several options:

Native system Environment Containers CVMFS
managers
Whatis installed on Install your own Fullfreedomtoinstall Provided by CERN,
SubMIT by default. packages, set up and modify software  set of pre-defined
environments. in controlled, environments you can
reproducible, and use, but not modify.
e.g. C++, python, e.g.conda, spack shippable form.

MATLAB, Java,
Mathemetica, etc. e.g. docker, singularity



Common issues with other solutions

Native system Environment Containers CVMFS
managers
Whatis installed on Install your own Fullfreedomtoinstall Provided by CERN,
SubMIT by default. packages, set up and modify software  set of pre-defined
environments. in controlled, environments you can

reproducible, and use, but not modify.

e.g. C++, python, e.g.conda, spack shippable form.

MATLAB, Java,

Mathemetica, etc. e.g. docker, singularity

You have no

control!



Common issues with other solutions

Native system Environment Containers CVMFS
managers
Whatis installed on Install your own Fullfreedomtoinstall Provided by CERN,
SubMIT by default. packages, set up and modify software  set of pre-defined
environments. in controlled, environments you can
reproducible, and use, but not modify.
e.g. C++, python, e.g.conda, spack shippable form.
MATLAB, Java,
Mathemetica, etc. e.g. docker, singularity
You have no Not reproducible or
control! shippable.
Mixing between
system and user

libraries.



Common issues with other solutions

Native system Environment Containers CVMFS
managers
Whatis installed on Install your own Fullfreedomtoinstall Provided by CERN,
SubMIT by default. packages, set up and modify software  set of pre-defined
environments. in controlled, environments you can
reproducible, and use, but not modify.
e.g. C++, python, e.g.conda, spack shippable form.
MATLAB, Java,
Mathemetica, etc. e.g. docker, singularity
You have no Not reproducible or Very slow to deploy
control! shippable. to clusters, little
Mixing between control. Still needs
system and user containers!

libraries. o



Why containers?

Use-when/pros

» Reproducibility: you want the same environment today and forever!

 Portability: you want your code to run the same onyour laptop, on SubMIT, and onremote
nodes

« Control:youwant to install complex or nonstandard dependencies
» Collaboration: you want to share your environment with collaborators easily

Cons

« Slightly more setup upfront

» Less flexible for rapid interactive tinkering

» Debugging can feel less transparent at first

10



Whatis a container?

A container packages an application together with everything it needs to run, and executes it in
isolation on a shared operating system kernel

Containersinclude your code + its software environment - they become a sort of object
» Theyrunontop of the host OS, notinside a full OS

» Eachcontainerisisolated from other containers
The same container can run on laptops, clusters, and clouds

Containerized Applications
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Control & reproducibility

You define the environment once, and it stays the same forever.

Full control over software stack - necessary for working on shared systems like SubMIT,
you can install whatever you need

Environment doesn’t change under you = important when e.g. you upgrade OS or other
libraries are changed remotely, you don't have to maintain it

Analyses remain reproducible over time = just need to save the image as any other object or
piece of data

ﬁo — .|
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docker libraries
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Portability & collaboration

You can ship the environment to people and places.

« Same container runs everywhere - guarantee your jobs torunin as close to an
homogenous environment as you can via either HTCondor or Slurm

» Share one environment with collaborators - many easy tools to do this like DockerHub or
CVMFS

13



Creating animage
Create animage from a recipe file (Dockerfile for Docker).

Dockerfile

k=3

=3

specify the base image that we’'re building the image on top of
# from https://hub.docker.com/ falmalinux

FROM almalinux:9

# set some variables

USER $USER
WORKDIR $PWD
ENV TERM=xterm-256color

# install the software we want
RUN yum install -y python3.12 && yum install -y pip && yum install -y ncurses
RUN python3 -m pip install --upgrade pip
RUN python3 -m pip install \
numpy \
matplotlib \
seaborn \
scikit-learn
# copy everyt

COPY . /home

[y - . — e -
nwng in the current dtl

# run the command

CMD ["/bin/bash"]

Then, create the image with

docker build -t <image_name>




Running a container

The static image becomes a running container

Different containers are isolated
process on the cluster node.

You can run this on SubMIT, on your
laptop, or on aremote cluster!

docker run <image>

Thisis your code doing something:
running your app, processing data, etc.
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Share & reuse

Images can be shared like code or data.

« Pushimage toaregistry (e.g. Docker Hub)
» Collaborators or jobs pull the same image
» Guarantees identical environments

> docker push/

Researcher 1

Dockerfile

-

Docker Hub

> docker pull
or docker run

Researcher 2

Container
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How containers are made available on SUbMIT & the Grid

If your jobs run only on SubMIT (local, Slurm)

» Buildyourimage

* Place theimage on a shared filesystem (e.g. /ceph) 5 I U r m
« Jobsaccess the image directly from that path workload manager

If your jobs run on SUbMIT, MIT T3/T2, OSG, or the Grid
» Buildyourimage

* Pushtheimage to Docker Hub v
» Option 1: mirror the image to CVMFS OSG HTC Ond U r
» Option 2: ship the image along with your job,

or pullit from DockerHub from the job itself

If your jobs need access on MIT T3 and T2 worker nodes -
« Addtheimage to a project-specific CVMFS space I I I I

* This CVMFS areais created on request by the SubMIT team
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Final notes

Docker/Podman vs Singularity

» Docker/Podman (~equivalent) are used to build and share images
« Singularity is used to run containers on HPC systems

« Same container concept, slightly different tools for different environments
GPUs

» Containers can use GPUs normally

« Same drivers, same performance model

« Commonly used for GPU workloads

Performance

« Containersrun at near-native performance

 No virtualized hardware (unlike VMSs)

« Minimal overhead for HPC jobs

Security & privileges

» Containers do not require root access at runtime

» Theyrespect the same user permissions as normal jobs
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Conclusions

Containers give you a lot of control, portability, and reproducibility, with minimal overhead.

SubMIT is designed to let you work with the two major programs for images: Docker and
Podman.

Check out our

e Tutorial on containers

» User’s Guide on containers

. - I
docker podman
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https://submit.mit.edu/submit-users-guide/tutorials/tutorial_3.html
https://submit.mit.edu/submit-users-guide/program.html#containers
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